TR &, §.ue.- 33004/99 REGD. No. D. L.-33004/99

Che Gazette of India

O1.50.-31.Te.-31.-16102026-277195
CG-DL-E-16102026-277195

T
EXTRAORDINARY
AW [I—E@vs 3—39-GVs (i)
PART II—Section 3—Sub-section (i)

grfee ¥ THfAT
PUBLISHED BY AUTHORITY

q. 812 ¢ RReetl, qEAR, AFIAT 14, 2026/3MFa 22, 1948
No. 812] NEW DELHI, WEDNESDAY, OCTOBER 14, 2026/ASVINA 22, 1948

I, T TREE S SRt §aad
EIBE ]
< faeett, 14 sFgas, 2026
qT. FT. 7. 883(31). — Feitw wwawre, arforeT qrq afae wfafaw, 2025 (2025 #1 24) Fir g
319 T ITLTT (1) 3T ITEATT (2) F @< (1) X T () FRT VST ARRAT HT TART F:d gu, Fatertea
e ATl g, ot —

1. FTerg AT S YR — (1) =7 F=rHt &1 Sfer a9 arforsg 9iq afiag (99 q2eT 5330) 7w, 2026
2l

(2) T TSI § IeTeh THT ol TG [ AT g

2. 9] AT — ¥ s Aeferfaa &t qear & dae § 99 21 3920 ' F FHAFHATT 3T TATAT I AN
g ~

(F) T g 7

(@) 7O ATt § 910 o STAATT ST STATTH-T0 Sehe o6 HTH § o9 g
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3. g — (1) =7 Rawi §, 57 o T "t & s sufea 7 g1 —

() “erfarferora” & =riores qra qivage dfafaere, 2025 (2025 7 24) A0 ;

(@) “TaTHR” & At £ e 7 % e Fn aesr Tored qeriHaersd At 8;

(1) “e2r" & i Y gy 13 Fi swgrr (1) F efie afed oo weer s afvite €

(%) “SFoe” & SATATTZH T 41T 115 T ITETL (F) F T FATTLATIOT HoT ST &5

(2.) “TH=T ATer Taae ATHFT F ARATT Fiee TTe, AA A AT6AT, HIAT 8o, Tor I AT
FIE ST SATHRL FOTH T ALRTE T AT f=ra T STw ST 1,

(F) "I FALT GLEAT AT T Teh VT ST A8 ¢ e ag giatera B ST & oo
I oY I LT F AT AT ATl qIdl, SARAT, F, FRI TagT SHTE S TT 6 T
T FLEAT FSATSAT 0l STTGHT T T L@ g a9T4 T ITTAT T AN 63T STT;

(F) “FLAT AT | Frg off UHr "@favg Fex 77 oty Sea B aa Sd qEed arwae
RN Ife ol a9 THaTe areT Fwrde |7 oTiHe g, STorar aoe qradT, A1 T ofF 90 o 99 &
A F TR, AT TIT-T-TF & S g1 ATAT FohelT TRATHRATT T FLAT T @A gl AT &

() “TrAreqTT Frarar” & 7 At el o GeAr TreA T&F FA % o0 2 g7 AqAied
FE T HEIT A 85 ST

(37) “STAAT-T STk’ UHT o TFaT & 1t 8 ST a9 =fed gidt § ST 1S S #7183
T 9 AT § TATET 2ram g S8 AR, I JT TAATT TF/F T09 TAT3 il Aar-sTrar
AT It 2

(2) =7 =T &y ore% Siie artrenteh, o srfafaem § afvsiva a8t B wa §, 39 agt
rof Zrmr S st § A1 grean afvawy F i Seaame A g o St R
TS § FATAT TAT L.

4, SN % HF — I, T AN 31T TAATT-IT SeTh ol GLEAT | [ T HAHT & TTAemar
F FIAAT ST TaAT AT FA F (70 ITCETAT T TH TS o 70, I I Freremsi
ST STAATT-TTT SETHH o0l AT 8 & AR (A ATHE, GILATSAL! 31T (AT aTel FHTd FHeT|
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5. I AL 3T TAATT-T0T SSTHE T GL&AT & g RImeh @9 — =737, 9 giaeei o7 Saam-
T TeChE Al qAT & forg AameeE g=r e, a0 oY 9970 e, SeE o= ardi & arg-ard
ot syay grm —

(F) T LT T TATTH-I SSChH il FRAT & Faterd A, e i yiFam;

(@) T AT F afieor & forw Sem-srarhd =2EeT, Sad 1@ i1 g are @y,
TR et fAeroaret siv g giere i AT 7 6 TAAL AT ATl i G w oA H
TGT STAT E;

(3T) I AT FEAT TISTATSAT T THTAT, SAqHTE e ARt it Iferamd, 3 Sema-a< S2va
& -Gl TR § T2 ATHAT I a1 d TR G TTTEHd ATk 6 q12 6T #hl ThAT;

(%) T AT ST STAATH-T9 SR F o7 qLEAT IUTAT T AT ST F AT FIA g Tl
AT ITHLON, FHATAT S FAATET ST & [T IAdH AFeTHATT;

(2.) T FIALTHAT 3T TAATT-TF ZeThd & (10 AT HATY o ATAT TSiT AT FTHFHTT il
TR T = T, 3T

(F) = =T % srefier worioa A== @i & STaTe il IS & YA & T Graemst & H=Lre,
#ifee o7 o= AT % oo et

6. AT Tt FAAT T GUGW, TELETT AT ARE-NIT — (1) T, Tead raemsti i Taam=-aaq
TETRY H HaTad gLAT SadT TAAT F THT T UG, Hoheld, T@LETT AT ARTH-T&TE & [0 T3 eA1ioa

FT ST THHT FTLET FIT

(2) 39-FF== (1) T ==ATIFRAT § q@g % oA, sq—

(F) TEAT AT TAATSAT o ATIA-TEE F (1T FET TR, TST TLRI, TATHA, T TTFEHL0T
S T fATer YA SATHaeont o AT HATE G ST HT ST TERT AL FHT;

(@) T GIAETst ST TAITH- Tede STHRT ol GLEAT 1 TATTAT FLed aTel @i, LET TedTell T
FASIAT § Hataa Raie, RO o7 saee TH= FHOM, ST AL HAT AT THI-T7T TT

ST [T AR HT;

(3T) FTAT G 6T THATH, JATL, TAA ST TTA AT T GALTSTHE a7 o forg = srferarreat
T FETT GRAT Heeft AT 0T I THIA FLAT,

(%) FATET F o qreaT-gaeft STy &7 SUgor, HSTET, THERT, e oY Y91 = 2T,
TTET FAT 37T TRATAT AT & Faterg aR] ey = S & mar g; 3w

(F) LT TaX, SATEHT 3T FAGAaar & Gafad STl I, |17 S F=Iaq FA & o0
STTersha GITRaT s AEET qeAT ATTHIUT o AT THeaT FT|
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7. TR, TTTAHTON T 1T AT 6 QT qHAT — (1) S, T AT 3T TAITH- Teq e e
o FEATET AT IUTAT 6 TATAT HIATAIT o [0 SAELTRATTHIL T T, TS TLH, TATEA, Teda
STTEReoTt, Hat TS Taaa AT Heheon, aoad e qear ATawRTa, Al i o= Fagmrai & a7
qH=aT HM

(2) 39-FF=m (1) FT ==ATIFRAT ¥ q@ug F oA, sg—

() = ot 3 srefie e qeear arent, sramsll sfie SuTai % UawaaTT FTaieaa+ &7 9gTar a9 &
o0 T T[T ATST, T TTTEERTOT 3T Todqe el LET o (o0 T15q e FIHTaaT & a1 e
FTH LT,

(@) Tede GrAeTst T STAATT-T0 TeThd T LT IUTAT 6 G | Tead e GLar Arsra
T THTEAT, A== AT AT o o7 qede qiare qem AfaerTiat @1 37, Sei ara97 2,
FHOAT AT ATAFRTAT o6 AT GHAT FT;

(1) FZEAT-HET SATARTLL, @AY % A AL AT AT F AETA-TZF Higd Teq= Glaem geear &
TETAT ATAAT 9T S-S THHLT qH=a T o (o7 e &g F T § FF FHT;

(%) FETAT STTEToTt o |7 THead § T GIaemst T STAATT-qede Se ke i qLeAT | Farerd
TR ALTeA0T, FREAT oATahd, TETILIET, AT 37 THTeAT FiaeT a9 FT, 3T

(F) FETT TTERTRAT 3T FRTATIRT T GLEAT TeadT Tl HSAG He AT I (HAAT 6 SAATAT 6
oD et 3 TSl Jgraar Y& FAT

8. L&T ATahi X fRam-[Rgent &7 Rwior siik S &1 — (1) =73, Afaf@aw siw == Fawi & 9=t
AR, Teae AT T TAATT-Tcq SeThe i LT 8§ HIad qLear Aai, fRen-fAaer siw whwamd

AT T, Irg ST T 3T TH-THA TT IeTeh! THTEAT FT 37T =TT FGM

(2) STAATHT ST TAATA-TTT SELHH ol LT & [oIT AT, [Rem-fAaert s aferarett § Metorted
ST BT T 56—

(F) T FHEGTSA 3T TAATT-Tcq Sehd il LT & [T TATMETF Tgd HF=07, R,
HIA AT, BhITHT, T AT ST GLEAT IUTAT § Hafad qreeh i< fafersany;

(F) LT ST, HT5aT AT, FATT TUTAd T 37 SATITARTA T ST AT SaeTAl %l dATd
ST ITART | "qafad 3UT;

(3T) AT TR AT, AT Z 3T a1, TG 1T, [Fveqvr, G sfiv Tgeie gegisnd
F for wgfaat i gfrard;

(1) TREAT G 3T FLAT FAT % T THeaT, TATT 37 THATHAT F qgE e % 3uT; i
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(F) Teae AT T TAATH-TTT SSTRH T GLAT & ([T ATFTF =T UH GLAT 3UTT, ST TE
AT AFLTFRAT T Ha 1T TLHIT FIT AT T off Haer o o1 =T 2|

(3) =T =\ 7= % refi ST et wreent, fRemtaaent sie gt & getara srferaron siv fEaument &1
I T | Grod, Trg TR AT T=AAT HATHT FT, ST g 3T T

9. T TFAeor S erwyar MR — (1) ST, T GIAesh ofiv TAaT-0a+ Sehg il gaaT § a9 Friaeht
& AT T GLEAT HFeT STTEHAT Dl T & [T TIAAV 3T AT AT FHAFHA TATE BT, ITH]
FATAAT FHIT TAT I (FITLTAT HIT

(2) IT==H (1) T SATIHAT T TTdHA TAH T =T, FT—

(F) T AT T TAITH-T0F ST hl GLAT F FATed T TG Fd & o sfereror
ErgTd =TT FGT AT Irg ATAIET HAT;

(@) T ITFFHTOT, T e LT ATAHTRAT, FAAT AT SATEHTAT, T GLEAT SATRTRAT AT
UH 3= I, [ST7g AT THAT 1Y, % o1 TTAA07 HTAFAT, FIFLATATSH, TSI, ST
ST FATIRT HT AT ST FATAT HT;

(3T) TSI AT FarelT STUeATsH, ST @A, SRR (ST oY Sfaergiy qarad TG a3l ol e
H TEd g TIAAT qISTAHAL, HISTAT ST ATARET T [&AHTE i A0 FIT T4 I35 999 -
T IT A=A HT;

() FIHRT T FARAT A FEa? o GRTET FT F T 396 TIeq0, THOE i o i &
T A STt T,

(F) TRATATTT THLAT 3T FLEAT ATATAT T GIE FLA 6 (o107 T TTEH0, THT [Ater Taae
TN ST =T FATT TTIEHLI] T Aeheiienl ARG 3T Trraefl Tgraar Y& U, 37

() WA 3T erar HTT FIAFAT 0 TATALTAAT T FRTIHT 3T TedTehe FHT T9T I (Hay
AT % o0 UF 3T F:00, ST F9TF 2|

(3) =T, TIAAT AT  [EFHE, I FMEATEAT S FaT G4 % 0 T T fargi o1,
SreATOTR UE ITSTeAor HEATHl, SATAET A (MRl TAT 77 Harerd ATTHeon o A7 AN HT T, qTih
Ih WIS A, TATAT AT IHLT TH&T AT T & =T a Lol

10. T MIw-gfeqeTsii, A% T TIHATEl X TErhidl H TAR HIAT A ITHT @@ — (1)
ST, T (AIHT & SET T0 IALTe 37 TAATT-00 SR ol LT o [orT geear Faw qieasr, a1

JATAT THRATY T aR=ATATTT T AT T, AT TEXGTT v T AT 3'%’ HHI-GHYT 9T A=hqd
T

(2) TERTIHY Iater T SATIHAT I TTAHed TATH ST {aT, SqET—
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() T AT T TAATH-TAT T2TH o TorT serer fAg=ror, A=, ST, 19T ST sraraehteti=
SateRaT & Saferd graaT Maa-qRasTd oY 719 T=Tad ThaT0 Fated wa,

(F) T TN, T e qreAT ATARTA], THaT ATE Taa" s i o= qated
faameeht & = gaea, e siw g=m & forg werwter ST w4,

(T) FTEAT IATAT i TRATAANT TeaLaT ST THrEaeHear GHad Fd F oy aa giaara i
SAITH-TT SSChH o Sl H TRAT LA, 3o 3 Tt o S=rere a7 searst s R
F forw aimd sqrfae Fam; =i

() Tt qreaar Fam-gieaenrst, 919F TaTad TeRaret e TRETEd Serenidl & Aradd e
AT ITHT FHA-FAT T [ALE T FHTN

(3) =9 F=H & srelie qATe it TS qreT Faw- qRasTo, 91 Y= IeaT0 3T TRETETd Sermia—

(F) AT, = RFAT 3T AN ATTEIT THGT ATHHTAT o6 ST o T g qTAT TR THAT
AT I29AT & A1 FL&d g,

(F) FATTEIT & forw HJatera el ofiT o= Safad Ragmat & aR=Ted ohu STur; siT

(3T) T AT T TAATH-TTT SETHH o [T STTEH ATHRIT, AT TG I qLeAT 3T 6
T % Hag § AEET TS F|

(4) =7, =0 a9 F oefiF a7 T TR e Fae-qEasr, aeE T=e TRt $i aRETeTd
TR 1 UH Sqaral ue, [Sieg a8 saed® a0, 947 5a Al [Meferfad 7 &7 § T@d gu Tuferd &,
qATAA TR ST AT T FehiT—

(F) AT AT FAF T i qear @av;

(@) et e,

(1) Y fafer, F=Et A7 g qrEEl § 9, Tar

(%) Tt qOdteAren, o, st amat 91 qIar geArat § I AqHa|
11. ST, e o Rafér— (1) =12, stfarfRa siw == st 3 sqarere i s s F o
T LTS T TAATT-TH Sehe T RIATrad LT IUTAT il HOLEAT 3T [HEATR g aof eAad

FETT AT 0T TEXGTT R AT

(2) TEATHT ITae T ATTHRAT T TFATeT T STt faT, 32—
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(F) FLEAT ATAHT, ATHH TATAT TTRATSAT, AT TISTATSAT 3T TN G AT A9 F Aqarers v
qf® e & o g giaemsit i srafas qaderd s e wam
TISTF— TH G & TASET 6 (o0, “Sratesd oA ¥ o320 g1 A9 & a9 ¥ e
AT T TAAT H51d LR GRT ATHIGT HIHH TATAT THATHA 6 ATHL 6l T5 FILEATT
Af I &,

(@) T TS oY e e qeeAT SAfeanTieai gy Yeqa ao s qam Tag=-aa-
TETHT T HETe TRAT AT, TATAT TIHRATAT ST =TeAT RA1et F7 A s i,

(3T) FETead LT IATHT 6l TATALTATT T SATHAT FHT AT FETIHE T HATH FEATS AT
T ATAT HIHAT T TEATT FHAT; AT

(71) TTfesT, ATt i sTadi FaTs & YAl 6 (o7 T FaEeArsti, qafaarndi, =ewul,
TArRTTeTt i qeTeHs FLATSAT & ATHAF L&

(3) =T, HOLreAT fAoht, st 3T FErRTert it aaag ROt & forw yhhams earfea Han—

(F) FAT TLHL A,
(&) TETE F; 3T
(3T) STRT THAT & AT o o107 T gr, T-T IO raemsl 3T TAATH-T0T SeThd il qLer o
Hatera aet fafer yade s #i1)
(4) == = % oTefie 7 T HOEeATsH oY QA Al 7 9T ARt o Renrteert w5 suEnr Feferted &
forg forar stroa—

() AT STTEH ATHAAL hl AT L TAT GLEAT IATAT AT TATAT TIHATAT 0 GFE FLA o (7T,
(=) TTRreA0T, erear AT S qamT Saeft STUeTe i AT HIA & o1 3T

() FarfRaa e weat ar sreteraarst & Faror % oo g [aat & sefia [ S e |
TETAAT T&TT Lol o o)

12. G&T & & o Tiataar SU- (1) S22, 999 GIaersli s Taa=-au9 seahd & gae 7 sfra=aq
FT G 129 FT ITITRT (3)  Tefe FeTha qeaar Ta<i & Hateaa TawRar a5 £Td oY ST @and
FAM

(2) ST-F=H (1) =T SATIHRAT I ATdHe TAF ST [a7T, 72

(%) sTfarfaae #r gy 129 it 37-9mT (3) F J= ARy T+ e &< & o, 'q¥ % sraaq
ST TATAATCHS STATARATSAT HI AT | Tad gU, T GAdral i Taam-9a9 Sedhd 9% a1
TR0 ST Tt FqeeT SuTa A ey w1
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(@) ATHAAT A, AT a9l AT AT FTeATslt i A rhar § grear I § g o Fafa
T et whwar fafatde #v;

(3T) ST SUTET F TATET FETaEA & o aae TR, a0 e qear ATy,
THET TATHT HSIHGITAT ST THAT [ATer T SITHahevn o 97 964747,

(=) T oRaT ATt it werasfierar s Tt ¢ 3T 3 fAae e & forg aemeraess Amies
77 A9 ST Y3 @7

(F) TeIF AT T2 % o0 ITh AR AT IUTAT F FATaIT IT I0 ITIAFION ST I
e FeeT St 1 artast gaT wm

(3) =T, T FIALTSAT 3T TAATA-TTH SETH il AATL A TIATHAT &ATATHA FT SATHeAT el 6 {17 FaT
39, ST ST e SIS T TdT § AT A AT il SEaeqahdl 7@ gahdl gl |

(4) = rarferfre 7 fepts v -

() srferfae &t g 129 it IT-4T (3) * srefi [Meaiia geaar =3

(F) TF UH AT T % Hael H T raerst 7 TAqT-99 SeThH T8 FETead T rdm
ERIRHEIEY

(1) T & SET AT, Tt ol sreamer & eft STy, A ST e ST

3T UH TS &7 ITART STTEH FT AT A, LEAT AT Fld, TATAATHE TIST AT FeaT & = Haer
ST 2 3 forw fam srovm)

13. werra A AT iR ot &= - (1) ST, FT Gt o et AEEor F orefie e e e
THT-T9T 97 38 G AT (60 T 29T T AT T

(2) =TT, =7 AT 3% =7 FFAT % AT 5 FAT A7 Magd Fed gu, ' FAAUET TG § S{iad
AT ATTETT, 1974, 'SATET T i T0 GiagT Gaam digar i UH o= AT SAqUE T qar
ATIAHAT & AT FH FGM, Toreg =7 Atert=a 7 =60+ A a9 FawT & Favta ) B = gin

14, FTET 3 GLAT AULATI o TLT AEATAAT BT g B Gareit 3L - (1) FAT LR, AT TATAT T2
TN ETEAT ST LT ALTRATSA o Hed TRt |1 SERIAAT 3l g LA AT Uehel o (10 G H THA ST
FTer 2T ST T Tahdl gl

(2) =TT, IT-TA=H (1) o el FET TLHRT T AT FQL0 FT I H

[T, . THETE-19014/185/2025-THSH-A1T(2)(i)]

Fheaafd UH, T A=
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MINISTRY OF PORTS, SHIPPING AND WATERWAYS
NOTIFICATION
New Delhi, the 14th October, 2026.

G.S.R. 883(E).— In exercise of the powers conferred by sub-section (1) and clauses (c) and (d) of
sub-section (2) of section 319 of the Merchant Shipping Act, 2025 (24 of 2025), the Central Government
hereby makes the following rules, namely: —

1. Short title and commencement. — (1) These rules may be called the Merchant Shipping (Bureau of
Port Security) Rules, 2026.

(2) They shall come into force on the date of their publication in the Official Gazette.

2. Application. — These rules shall apply to the functioning and operations of the
Bureau of Port Security in relation to the security of the following, namely: —

(a) port facilities; and

(b) vessels in port facilities engaged in vessel-port interface.

3. Definitions. — (1) In these rules, unless the context otherwise requires—

(a) “Act” means the Merchant Shipping Act, 2025 (24 of 2025);

(b) “Administration” means the Director-General of Maritime Administration appointed
under section 7 of the Act;

(c) “Bureau” means the Bureau of Port Security, constituted under sub-section (1) of
section 13 of the Act;

(d) “company” means as defined under sub-section (a) of section 115 of the Act;

(e) “maritime law enforcement agencies” means the Indian Coast Guard, Indian Navy,
Customs, Coastal Police or any other agency as may be notified by the Central
Government;

() “port facility security plan” means a plan to ensure the application of measures
designed to protect the port facility and ships, persons, cargo, cargo transport units and
stores of ship within the port facility from the risks of a security incident;

(g) “security incident” means any suspicious act or circumstance threatening the security
of a ship, including a mobile offshore drilling unit and a high-speed craft, or of a port
facility or of any ship and port interface, or any ship-to-ship activity;

(h) “training facility” means any institution approved by the Bureau for imparting port
security training under these rules; and
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(1) “vessel-port interface” means the interactions that occur when a vessel is directly and
immediately affected by actions involving the movement of persons, goods or the
provisions of port services to or from the vessel.

(2) The words and expressions used in these rules but not defined in the Act shall have the
meanings respectively assigned to them in the Act or the International Ship and Port Facility
Security Code under the Safety Convention.

4. Functions of Bureau. — The Bureau shall be responsible for ensuring the implementation and
enforcement of the provisions of these rules in relation to the security of port facilities and the vessel-port
interface and for the said purpose, exercise such regulatory, supervisory and oversight functions as may be
necessary in relation to the security of port facilities and vessel-port interface.

5. Regulatory framework for security of port facilities and vessels-port interface. — The Bureau shall
establish, implement and maintain the regulatory framework for the security of port facilities and the
vessel-port interface, which shall, inter alia, provide for—

(a) standards, guidelines and procedures relating to the security of port facilities and the vessel-port
interface;

(b) a risk-based mechanism for the categorisation of port facilities, having regard to the threat to
environment, operational characteristics and vessel movement patterns relevant to port facility
security;

(c) procedures for the review, approval and monitoring of port facility security plans, and for
coordination with the person authorised by the Central Government on matters relating to the port-
side aspects of the vessel-port interface;

(d) minimum requirements relating to security equipment, personnel and infrastructure necessary for
the effective implementation of security measures for port facilities and the vessel-port interface;

(e) mechanism for engagement of the private security agencies engaged in providing security
services for port facilities and vessel-port interface; and

(f) protocols for inspections, audits and operational monitoring of port facilities for the purpose of
verifying compliance with the regulatory framework established under these rules.

6. Collection, maintenance and exchange of security information. — (1) The Bureau shall establish and
maintain mechanisms for the timely collection, collation, maintenance and exchange of security related
information relating to port facilities and vessel-port interface.

(2) Without prejudice to the generality of sub-rule (1), the Bureau shall—
(a) establish and maintain communication mechanisms with the Central Government, State

Governments, the Administration, port authorities and maritime law enforcement agencies for the
exchange of security-related information;
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(b) collect, maintain and periodically review records, reports and assessments relating to threats,
security incidents and vulnerabilities affecting the security of port facilities and the vessel-port
interface;

(c) disseminate relevant security-related information to the appropriate authorities in a timely manner
to facilitate the prevention of, or preparedness for, mitigation of and response to security threats;

(d) ensure that the collection, storage, processing, handling and dissemination of security-related
information are carried out in accordance with the applicable laws relating to confidentiality, data
protection and operational security; and

(e) coordinate with authorised intelligence and maritime security agencies for obtaining, sharing and
updating information relating to security threats, risks and vulnerabilities.

7. Coordination with Government, authorities and other stakeholders. — (1) The Bureau shall coordinate
with the Central Government, State Governments, the Administration, Port authorities, maritime law
enforcement agencies, port facility security officers, companies, and other stakeholders as may be necessary
for the effective implementation of security measures relating to port facilities and the vessel-port interface.

(2) Without prejudice to the generality of sub-rule (1), the Bureau shall—

(a) engage with State Maritime Boards, port authorities and other committees constituted for port
facility security to promote the uniform implementation of the security standards, procedures and
measures specified under these rules;

(b) coordinate with port facility security officers for the review, implementation and monitoring of
port facility security plans and, where necessary, with company security officers in relation to
security measures at port facilities and the vessel-port interface;

(c) serve as the nodal point for inter-agency coordination on matters relating to port facility security,
including the exchange of security-related information, threat assessments and incident reports;

(d) facilitate joint inspections, security assessments, audits, exercises and reviews relating to the
security of port facilities and the vessel-port interface in coordination with the relevant authorities;
and

(e) provide technical and advisory support to the relevant authorities and stakeholders for
strengthening security preparedness, and compliance with these rules.

8. Formulation and issuance of security standards and guidelines. — (1) The Bureau shall formulate,
issue and periodically review and update security standards, guidelines and procedures relating to the security
of port facilities and the vessel-port interface, consistent with the provisions of the Act and these rules.

(2) The standards, guidelines and procedures for the security of vessels and the vessel-port
interface may include—

(a) standards and specifications relating to access control, surveillance, monitoring, screening,
patrolling and such other security measures as may be necessary for the security of port facilities and
the vessel-port interface;



12 THE GAZETTE OF INDIA : EXTRAORDINARY [PART II—SEC. 3(1)]

(b) measures relating to the deployment and use of security technologies, cybersecurity,
communication systems and emergency response arrangements;

(c) methodologies and procedures for security risk assessment, security drills and exercises, audits,
inspections, reviews and performance evaluation;

(d) measures for strengthening coordination, preparedness and response to security threats and
security incidents; and

(e) such other security measures as may be necessary for the protection of port facilities and the
vessel-port interface, consistent with national security requirements and any directions issued by the
Central Government.

(3) The Bureau shall notify, publish or otherwise communicate the security standards, guidelines and
procedures issued under this rule to the relevant authorities and stakeholders, in such manner as it considers
appropriate.

9. Security Training and Capacity Building. — (1) Security training and capacity building. — (1) The
Bureau shall formulate, implement and oversee training and capacity-building programmes for enhancing the
skills and security awareness of personnel engaged in the security of port facilities and the vessel-port
interface.

(2) Without prejudice to the generality of sub-rule (1), the Bureau shall—

(a) establish or approve training facilities for imparting training relating to the security of port
facilities and the vessel-port interface;

(b) organise and conduct training programmes, workshops, seminars, drills and exercises for port
authorities, port facility security officers, company security officers, ship security officers and such
other personnel as may be considered necessary;

(c) develop, review and periodically update training curricula, modules, and materials having regard
to national security requirements, emerging threats, technological developments and international
best practices;

(d) maintain records relating to training, certification and evaluation of personnel for ensuring
competence and continuous improvement;

(e) provide technical guidance and advisory support to port authorities, maritime law enforcement
agencies and other relevant authorities for strengthening operational preparedness and security
compliance; and

(f) monitor and evaluate the effectiveness of training and capacity-building programmes and take
such measures as may be necessary for their continuous improvement.

(3) The Bureau may collaborate with national and international organisations, educational and training
institutions, professional bodies and other relevant agencies for the development, delivery and continuous
improvement of training standards that remain current, effective and responsive to evolving maritime security
threats.
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10. Preparation and maintenance of security manuals, standard operating procedures and protocols.
— (1) The Bureau shall prepare, maintain, and periodically update security manuals, standard operating
procedures and operational protocols for the security of port facilities and the vessel-port interface, in
accordance with these rules.

(2) Without prejudice to the generality of the foregoing, the Bureau shall—

(a) develop security manuals and standard operating procedures relating to access control,
surveillance, screening, patrolling and emergency response for port facilities and the vessel-port
interface;

(b) issue protocols for coordination, reporting and communication among port authorities, port
facility security officers, maritime law enforcement agencies and other relevant stakeholders;

(c) establish procedures for the conduct of security audits, drills, exercises and incident reporting in
respect of port facilities and the vessel-port interface to ensure the operational readiness and

effectiveness of security measures; and

(d) maintain and periodically review records of all security manuals, standard operating procedures
and operational protocols.

(3) The security manuals, standard operating procedures and operational protocols prepared under this rule
shall—

(a) be consistent with the provisions of the Act, these rules and applicable international maritime
conventions, and aligned with national maritime security objectives;

(b) be disseminated to the concerned authorities and other relevant stakeholders for implementation;
and

(c) provide guidance on risk mitigation, incident management and the implementation of security
measures for port facilities and the vessel-port interface.

(4) The Bureau may review and revise any security manual, standard operating procedure and operational
protocol prepared under this rule at such intervals as it considers necessary or whenever required having
regard to—

(a) emerging or evolving security threats;

(b) technological developments;

(c) changes in applicable laws, rules or international obligations; or

(d) lessons learnt from security audits, drills, exercises or security incidents.
11. Audit, review and reporting. — (1) The Bureau shall establish and maintain mechanisms for the audit
and review of security measures implemented at port facilities and the vessel-port interface to monitor

compliance with the Act and these rules.

(2) Without prejudice to the foregoing, the Bureau shall—
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(a) conduct periodic audits and inspections of port facilities to verify compliance with the security
standards, standard operating procedures, security plans and directions issued by the Bureau.

Explanation.— For the purposes of this clause, "periodic audits" means audits conducted at such
intervals as may be specified by the Bureau by order or in the standard operating procedures approved

by the Central Government;

(b) review the security plans, operational procedures and incident reports relating to port facilities
and the vessel-port interface submitted by the port authorities and port facility security officers;

(c) assess the effectiveness of the security measures implemented and identify deficiencies requiring
corrective or preventive action; and

(d) maintain records of all audits, reviews, findings, recommendations and corrective actions for the
purposes of reporting, monitoring and follow-up.

(3) The Bureau shall establish procedures for the timely reporting of audit findings, assessments and
recommendations to—

(a) the Central government;
(b) the Administration; and

(c) the maritime law enforcement agencies, where necessary for the purposes of coordination relating
to the security of port facilities and the vessel-port interface.

(4) The findings and recommendations arising from audits and reviews conducted under this rule shall be
utilised to—

(a) update security risk assessments and strengthen security measures and operational procedures;
(b) identify training, capacity-building and preparedness requirements; and

(c) support the issuance of directions under these rules for addressing identified security
deficiencies or vulnerabilities.

12. Response measures for security levels. — (1) The Bureau shall establish and maintain response
mechanisms corresponding to security levels set under sub-section (3) of section 129 of the Act, in respect of
port facilities and vessel-port interface.

(2) Without prejudice to the generality of sub-rule (1), the Bureau shall—
(a) specify the security measures to be implemented at port facilities and the vessel-port interface for
each security level set under sub-section (3) of section 129 of the Act, having regard to threat

assessments and operational requirements;

(b) specify procedures for the escalation and de-escalation of security measures in response to
intelligence inputs, security directives or security incidents;
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(c) coordinate with the port authorities, port facility security officers, the Directorate General of
Maritime Administration and the maritime law enforcement agencies for the effective
implementation of the response measures;

(d) monitor the effectiveness of the response measures and issue such guidance or directions as may
be necessary for their continual improvement; and

(e) provide guidance to the port authorities and port facility security officers on the implementation
of additional security measures appropriate to each security level.

(3) The Bureau may conduct or require the conduct of security drills, exercises and simulations to assess the
preparedness and response capabilities of port facilities and the vessel-port interface.

(4) The Bureau shall maintain records of—
(a) the security levels set under sub-section (3) of section 129 of the Act;

(b) the response measures implemented at port facilities and the vessel-port interface in respect
of each such security level; and

(c) the observations, findings and lessons learnt from security incidents, drills and exercises,

and shall utilise such records for the purposes of risk assessment, security audits, operational planning and
the issuance of security directives.

13. Administrative control and governing framework. — (1) The Bureau shall function under the
administrative control of the Central Government and shall comply with such directions as may be issued by
it from time to time.

(2) In the discharge of its functions under the Act and these rules, the Bureau shall act in accordance with the
International Convention for the Safety of Life at Sea, 1974, the International Ship and Port Facility Security
Code and such other applicable international maritime conventions as are implemented under the Act or the
rules made thereunder.

14. Directions for resolving inconsistencies between safety and security requirements. — (1)
The Central Government may issue such directions as it considers necessary for resolving, or
preventing, any inconsistencies between safety and security requirements applicable to maritime
operations.

(2) The Bureau shall comply with the directions issued by the Central Government under sub-rule (1).
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